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网络中来实现对合法主用户发射机的识别，从而抵御 PUE 攻击。 
















































With the rapid development of wireless communication technology, any wireless 
network inevitably exist many security issues. Especially in Cognitive Radio 
Networks (CRN), dynamic access causes many new safety concerns, such as Primary 
User Emulation (PUE) attack. At present, the way detecting PUE attack more adopts 
position validation for legal user transmitter, but it is not effective in distributed CRN. 
The characteristics of wireless transmitter such as universal, uniqueness and 
short-term invariability, could be consider as features of transmitter identification. 
Thus, this paper will introduce transient fingerprint identification technology into 
CRN to resist PUE attack. 
In the Wi-Fi network, due to signals are burst transmission, transient response is 
captured in each frame head of data. However, with the improvement of components 
consistency and circuit integration, the difference of Wireless Local Area Network 
(WLAN) card transient response is also more and more subtle. Thus, this paper 
establishes a new transient fingerprint extraction model of WLAN card, and deep 
studies on starting-point detection, feature extraction and identification. 
Firstly, short-time energy algorithm and phase detection algorithm are used to 
detect strating-point of instantaneous signal, and compared on accuracy in the 
different Signal Noise Ratio (SNR). Experimental results show that phase detection 
algorithm is better performance than short-time energy in low SNR. In the aspect of 
feature extraction, due to the similarity of WLAN card is very high, the features 
extracted by wavelet analysis are only small distinction. This paper proposes energy 
envelope extraction method based on spectrogram time-frequency analysis, adopts a 
polynomial function to fit transient response envelope, and extracts polynomial 
coefficients as the new transient fingerprint features. The envelope is smoother 
compared to Hilbert transformation, and distinction of feature parameters is improved. 
Finally, this paper designes the Support Vector Machine (SVM) classifier and the BP 
neural network classifier, and input the wavelet features and polynomial features into 
the classifiers to identify the WLAN cards. Experimental results show that the BP 
neural network classifier could obtain better identification results than the other two 
kinds of classifiers (SVM classifier and nearest neighbor classifier). 
This paper establishes a signal acquisition system capturing the amount of test 
data for WLAN cards. The analysis results show that polynomial features have better 
classification than wavelet features, the average identification of different brand 
WLAN cards could achieve 93.7%, with the same brand and model is also 78.4%.  
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为了对抗 PUE 攻击，Chen Ruiling 等[3, 4]提出了一种基于 TV 授权系统的定位
防御机制，即通过对合法主用户发射机位置的验证来防御 PUE 攻击。但此方法
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